
 

Code No: 117DY       

Time: 3 Hours                  Max. Marks: 75 

Note:  This question paper contains two parts A and B. 
Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B 
consists of 5 Units. Answer any one full question from each unit.  Each question carries 
10 marks and may have a, b, c as sub questions. 
 

Part- A (25 Marks) 

1.a)      List and explain about different security services defined by X.800?  [2]  
b) Briefly define Caesar cipher? Apply Caesar cipher technique for a given plain text: 

network security and cryptography?       [3] 
   c) Explain briefly about the different block cipher modes of operation – CFB, OFB, CTR?   
             [2] 

d) Which of the four different stages involved in each round of AES? Explain it with neat 
diagrams.          [3] 

   e) What are the four requirements were defined for Kerberos?    [2]  
   f)       What are the basic uses of message authentication?     [3]  
   g)      What is meant by Secure Electronic Transaction?       [2]  
   h)      Explain about confidentiality and message Integrity?    [3]  
   i)       Explain about Logic bombs and Trojan Horses?     [2] 
   j)       What is Digital Immune System?       [3] 
 

Part-B (50 Marks) 

 

2.a) Briefly define substitution technique. Apply play fair cipher technique for a given 
keyword: monarchy.        

b) Briefly explain Vernam cipher with an example.     [5+5] 
OR 

3.a) Write a short notes on Playfair Cipher. Construct a Playfair matrix with the key “largest” 
and encrypt the message “Must see you over Cadogan West”.   

    b) With a neat diagram, explain about a model for network security.   [5+5] 
  
4.a) With a neat diagram, explain briefly about the data encryption standard algorithm? And 

Briefly discuss about the strength of data encryption standard algorithm?   
   b) Explain in detail about public key cryptosystems.     [5+5] 

OR 

5.a) With a neat diagram, explain about the multiple encryptions (Triple DES with two and 
three keys)?            

   b) What is the difference between Double and Triple DES?    [6+4] 
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6.a) In what order should be the signature function and the confidentiality function be applied 

to a message, and why?         
   b) Describe the digital certificates?       [5+5] 

OR 

7.a) Discuss the techniques of public key certificates for distribution of public keys?  
b) X.509 includes three alternative authentication procedure what are these three procedure 

explain them in brief?                                                                                                  [5+5]          
8.a) Explain the general format of Pretty Good Privacy Message. 
   b) Explain Radix-64 format? Compare PGP and S/MIME in Radix-64 conversion. [5+5]  

OR 

9.a) What are the MIME Specifications?      

 
10.a) Discuss briefly about the various components of SET systems?  
     b) Explain in detail about packet-filtering router with a neat diagram?      [5+5] 

OR 

11.a) Explain briefly the 4 techniques used in guessable password. 
     b) Write short notes on Firewalls?       [5+5] 
 
  

 

--ooOoo--  

 

b) Why does PGP generates a signature before applying compression and how it generates 
signature. Explain?         [5+5] 
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